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DOE Science Grid and ESnet 

“People” Certificate 

Data:  
      Version:  v3 
      Serial Number:  
      Signature Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5 
      Issuer: CN=pki1,OU=DOE Science Grid,OU=Certificate 
Authorities,DC=es,DC=net 
      Subject Public Key Info:  
         Algorithm: RSA - 1.2.840.113549.1.1.1 
         Public Key:  
         Exponent: 65537 
         Public Key Modulus: (1024 bits) : 

Extensions:  

Identifier: Netscape Certificate Type - 2.16.840.1.113730.1.1 
Critical: no  
SSL Client  
SSL Server  
Secure Email  

Identifier: Key Usage: - 2.5.29.15 
Critical: yes  
Digital Signature  
Non Repudiation  
Key Encipherment  
Data Encipherment  

Identifier: Authority Key Identifier - 2.5.29.35 
Critical: no  
Key Identifier:           
54:17:88:CA:03:C1:39:26:B8:55:A6:C4:99:F4:2B:02:AB:BE:00:E9 

Identifier: Subject Alternative Name - 2.5.29.17 
Critical: no  
RFC822Name: name@mail.dom.ain 

Signature:  
Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5 
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“Service” and “Host” Certificate 

Data:  
            Version:  v3 
            Serial Number:  
            Signature Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5 
            Issuer: CN=pki1,OU=DOE Science Grid,OU=Certificate 
Authorities,DC=es,DC=net 
            Subject Public Key Info:  
                Algorithm: RSA - 1.2.840.113549.1.1.1 
                Public Key:  
                    Exponent: 65537 
                    Public Key Modulus: (1024 bits) : 

Extensions:  

Identifier: Netscape Certificate Type - 2.16.840.1.113730.1.1 
Critical: no  
SSL Client  
SSL Server  

Identifier: Key Usage: - 2.5.29.15 
Critical: yes  
Digital Signature  
Non Repudiation  
Key Encipherment  
Data Encipherment  

Identifier: Authority Key Identifier - 2.5.29.35 
Critical: no  
54:17:88:CA:03:C1:39:26:B8:55:A6:C4:99:F4:2B:02:AB:BE:00:E9 

Identifier: Subject Alternative Name - 2.5.29.17 
Critical: no  
RFC822Name: name@mail.dom.ain 

Signature:  
Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5 
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CA - pki1 

Issuer of service/people certificates 

Data:  
            Version:  v3 
            Serial Number:  
            Signature Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5 
            Issuer: CN=Certificate Manager,OU=Certificate 
Authorities,O=DOE Science Grid 
            Validity:  
            Not Before: Friday, December 21, 2001 3:48:37 PM GMT-08:00 
            Not After: Saturday, January 10, 2004 3:48:37 PM GMT-08:00 
            Subject: CN=pki1,OU=DOE Science Grid,OU=Certificate 
Authorities,DC=es,DC=net 
            Subject Public Key Info:  
                Algorithm: RSA - 1.2.840.113549.1.1.1 
                Public Key:  
                    Exponent: 65537 
                    Public Key Modulus: (2048 bits) : 
 

Extensions:  

Identifier: Key Usage: - 2.5.29.15 
Critical: yes  
Key Usage:  
Digital Signature  
Key CertSign  
Crl Sign  

Identifier: Subject Key Identifier - 2.5.29.14 
Critical: no  
Key Identifier:                      
54:17:88:CA:03:C1:39:26:B8:55:A6:C4:99:F4:2B:02:AB:BE:00:E9 

Identifier: Authority Key Identifier - 2.5.29.35 
Critical: no  
Key Identifier:                
9B:CE:4F:F2:BC:BD:58:70:31:D5:F2:32:0E:7E:9E:BD:E2:51:14:E7 

Identifier: Basic Constraints - 2.5.29.19 
Critical: yes  
Is CA: yes  
Path Length Constraint: UNLIMITED 
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Identifier:  CRL Distribution Points - 2.5.29.31 
Critical: no  
Value:  
Distribution Point Name: 
Full Name: URL=http://envisage.es.net 
CRL Reason=Unspecified , Key Compromise , CA Compromise , Superseded , 
Cessation of Operation(EC) 
CRL Issuer: 
Directory Address: 
CN=Certificate Manager 
OU=Certificate Authorities 
O=DOE Science Grid 

Identifier:  Certificate Policies - 2.5.29.32 
Critical: no  
Value:  
[1]Certificate Policy: 
   PolicyIdentifier=1.2.840.113612.3.6.4.1 
[1,1]Policy Qualifier Info: 
    Policy Qualifier Id=User Notice 
Qualifier: 
  Notice Reference: 
   Organization=ESnet (Energy Sciences Network) 
      Notice Number=1 
    Notice Text=ESnet-DOE Science Grid Certificate Policy 
   [1,2]Policy Qualifier Info: 
    Policy Qualifier Id=CPS 
         Qualifier:          
http://envisage.es.net/Envisage%20Docs/DOESG%20CA%20Certificate%20Polic
y%20and%20CPS.pdf 

Signature:  
Algorithm: SHA1withRSA - 1.2.840.113549.1.1.5 
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CA - root 

Data:  
            Version:  v3 
            Serial Number:  
            Signature Algorithm: MD5withRSA - 1.2.840.113549.1.1.4 
            Issuer: CN=Certificate Manager,OU=Certificate 
Authorities,O=DOE Science Grid 
            Validity:  
            Not Before: Wednesday, March 1, 2000 12:00:00 AM GMT-08:00 
            Not After: Tuesday, January 26, 2010 12:00:00 AM GMT-08:00 
            Subject: CN=Certificate Manager,OU=Certificate 
Authorities,O=DOE Science Grid 
            Subject Public Key Info:  
                Algorithm: RSA - 1.2.840.113549.1.1.1 
                Public Key:  
                    Exponent: 65537 
                    Public Key Modulus: (1024 bits) : 

Extensions:  

Identifier: Netscape Certificate Type - 2.16.840.1.113730.1.1 
Critical: no  
Certificate Usage:  
SSL CA  
Secure Email CA  
ObjectSigning CA  

Identifier: Basic Constraints - 2.5.29.19 
Critical: yes  
Is CA: yes  
Path Length Constraint: UNLIMITED 

Identifier: Authority Key Identifier - 2.5.29.35 
Critical: no  
Identifier:                        
9B:CE:4F:F2:BC:BD:58:70:31:D5:F2:32:0E:7E:9E:BD:E2:51:14:E7 

Identifier: Subject Key Identifier - 2.5.29.14 
Critical: no  
Key Identifier:                         
9B:CE:4F:F2:BC:BD:58:70:31:D5:F2:32:0E:7E:9E:BD:E2:51:14:E7 

Signature:  
Algorithm: MD5withRSA - 1.2.840.113549.1.1.4 
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Federal - DOE PKI 
We have not been able to locate the signer certificate or any cross-signing CA 
certificates.  We assume the end entity certificate is a representative example. 

End Entity Certificate 

Data: 
       Version: 3 (0x2) 
       Serial Number: 909765432 (0xabcdef01) 
       Signature Algorithm: sha1WithRSAEncryption 
Issuer: C=US, O=u.s. government, OU=department of energy, OU=Someplace 
National Laboratories 
       Validity 
                Not Before: Feb  4 22:39:55 2002 GMT 
                Not After : Feb  4 23:09:55 2005 GMT 
Subject: C=US, O=U.S. Government, OU=Department of Energy, OU=Someplace 
National Laboratories, OU=worker bees, SN=JEDoe, CN=John E Doe 
       Subject Public Key Info: 
                Public Key Algorithm: rsaEncryption 
                RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Key Usage:  
Digital Signature 

X509v3 Private Key Usage Period:  
Not Before: Feb  4 22:39:55 2002 GMT,  
Not After: Mar 13 03:09:55 2004 GMT 

X509v3 Subject Alternative Name:  
email:jedoe@somelab.org 

X509v3 CRL Distribution Points:  
DirName: 
/C=US/O=u.s. government/OU=department of energy/OU=Someplace National 
Laboratories/CN=CRLidentifier 

X509v3 Authority Key Identifier:  
keyid:E4:C4:1E:E3:E9:6A:15:5D:5E:5D:B4:36:5F:A0:28:A9:9D:27:4D:56 

X509v3 Subject Key Identifier:  
0C:72:96:24:65:E8:11:95:EC:32:D4:8F:27:3B:AE:F9:A6:E0:62:9F 

X509v3 Basic Constraints:  
                CA:FALSE 
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1.2.840.113533.7.65.0:  
0 
..V5.0.... 

Signature Algorithm: 
 sha1WithRSAEncryption 
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Thawte Commercial PKI 
The root CA for this infrastructure has not been found yet (the intermediate is installed in 
commercial web browsers). 

Web Server Certificate: 

Data: 
        Version: 3 (0x2) 
        Serial Number: 566825 (0x8a629) 
        Signature Algorithm: md5WithRSAEncryption 
Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc, 
OU=Certification Services Division, CN=Thawte Server CA/Email=server-
certs@thawte.com 
        Validity 
            Not Before: Dec 19 12:09:20 2001 GMT 
            Not After : Dec 22 15:48:39 2002 GMT 
Subject: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting (Pty) 
Ltd, CN=www.thawte.com 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
            Modulus (1024 bit): 
            Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Extended Key Usage:  
TLS Web Server Authentication 

X509v3 Basic Constraints: 
critical 
CA:FALSE 

Signature Algorithm:  
md5WithRSAEncryption 
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Thawte Server CA:  

 Data: 
        Version: 3 (0x2) 
        Serial Number: 
 (Negative)6d:0c:44:59:b6:54:b0:5a:ee:2c:c4:46:d6:1d:87:b0 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: CN=Root SGC Authority 
        Validity 
            Not Before: Jul 16 20:00:59 1999 GMT 
            Not After : Jul 16 20:00:58 2004 GMT 
Subject: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte Consulting cc, 
OU=Certification Services Division, CN=Thawte Server CA/Email=server-
certs@thawte.com 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

2.5.29.10:  
0..... 

X509v3 Extended Key Usage:  
Microsoft Server Gated Crypto,  
Netscape Server Gated Crypto 

2.5.29.1:  
')..*..wX5G.-....0.1.0...U....Root SGC Authority......{.t. 

Signature Algorithm:  
md5WithRSAEncryption 
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Thawte Freemail PKI 

Freemail Certificate: 

Data: 
        Version: 3 (0x2) 
        Serial Number: 450990 (0x6e1ae) 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte, 
OU=Certificate Services, CN=Personal Freemail RSA 2000.8.30 
        Validity 
            Not Before: Mar  2 01:46:27 2002 GMT 
            Not After : Mar  2 01:46:27 2003 GMT 
        Subject: S=sur, G=name, CN=name sur/Email=name@mail.dom.ain 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Key Usage: critical 
Digital Signature,  
Non Repudiation, 
Key Encipherment, 
Data Encipherment,  
Key Agreement 

Netscape Cert Type:  
SSL Client, 
S/MIME 

X509v3 Subject Alternative Name:  
email:name@mail.dom.ain 

X509v3 Basic Constraints: critical 
CA:FALSE 

Signature Algorithm:  
md5WithRSAEncryption        
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Thawte Freemail Issuer 

Data: 
        Version: 3 (0x2) 
        Serial Number:           
66:45:72:b7:cc:74:f5:cf:63:76:45:84:d0:2e:91:01 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte 
Consulting, OU=Certification Services Division, CN=Thawte Personal 
Freemail CA/Email=personal-freemail@thawte.com 
        Validity 
        Not Before: Aug 30 00:00:00 2000 GMT 
        Not After : Aug 27 23:59:59 2004 GMT 
        Subject: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte, 
OU=Certificate Services, CN=Personal Freemail RSA 2000.8.30 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Subject Alternative Name:  
DirName:/CN=PrivateLabel1-297 

X509v3 Basic Constraints: critical 
CA:TRUE,  
pathlen:0 

X509v3 Key Usage:  
Certificate Sign,  
CRL Sign 

Signature Algorithm: 
 md5WithRSAEncryption 
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Thawte root 

Data: 
        Version: 3 (0x2) 
        Serial Number: 0 (0x0) 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte 
Consulting, OU=Certification Services Division, CN=Thawte Personal 
Freemail CA/Email=personal-freemail@thawte.com 
        Validity 
        Not Before: Jan  1 00:00:00 1996 GMT 
        Not After : Dec 31 23:59:59 2020 GMT 
        Subject: C=ZA, ST=Western Cape, L=Cape Town, O=Thawte 
Consulting, OU=Certification Services Division, CN=Thawte Personal 
Freemail CA/Email=personal-freemail@thawte.com 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Basic Constraints:  
critical 
CA:TRUE 

Signature Algorithm: 
 md5WithRSAEncryption 
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VeriSign 

Web Server Certificate: 

Data: 
        Version: 3 (0x2) 
        Serial Number: ff:00:ff:00:ff:00:00:00:ff:ff:00:ff:00:ff:00:ff 
        Signature Algorithm: md5WithRSAEncryption 
Issuer: O=VeriSign Trust Network, OU=VeriSign, Inc., OU=VeriSign 
International Server CA - Class 3, OU=www.verisign.com/CPS Incorp.by 
Ref. LIABILITY LTD.(c)97 VeriSign 
        Validity 
        Not Before: Nov  1 00:00:00 2001 GMT 
        Not After : Nov  1 23:59:59 2002 GMT 
Subject: C=US, ST=Christmas Island, L=Pango Pango, O=Misner, Wheeler, 
and Thorne, OU=OOPS, CN=some.dom.ain 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Basic Constraints:  
CA:FALSE 

X509v3 Certificate Policies:  
Policy: 2.16.840.1.113733.1.7.1.1 
CPS: https://www.verisign.com/CPS 
User Notice: 
Organization: VeriSign, Inc. 
Number: 1 
Explicit Text: VeriSign's CPS incorp. by reference liab. ltd. (c)97 VeriSign 

Netscape Cert Type:  
SSL Server 

X509v3 Extended Key Usage:  
Netscape Server Gated Crypto, 
TLS Web Server Authentication,  
TLS Web Client Authentication 

1.3.6.1.5.5.7.1.1:  
0&0$..+.....0...http://ocsp.verisign.com 
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X509v3 CRL Distribution Points:  
URI:http://crl.verisign.com/Class3InternationalServer.crl 

Signature Algorithm:  
md5WithRSAEncryption 
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Web Cert. Signer Certificate 

Data: 
        Version: 3 (0x2) 
        Serial Number:         23:6c:97:1e:2b:c6:0d:0b:f9:74:60:de:f1:08:c3:c3 
        Signature Algorithm: md2WithRSAEncryption 
Issuer: C=US, O=VeriSign, Inc., OU=Class 3 Public Primary Certification Authority 
        Validity 
            Not Before: Apr 17 00:00:00 1997 GMT 
            Not After : Jan  7 23:59:59 2004 GMT 
Subject: O=VeriSign Trust Network, OU=VeriSign, Inc., OU=VeriSign International 
Server CA - Class 3, OU=www.verisign.com/CPS Incorp.by Ref. LIABILITY LTD.(c)97 
VeriSign 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Basic Constraints:  
CA:TRUE, 
 pathlen:0 

X509v3 Key Usage:  
Certificate Sign,  
CRL Sign 

Netscape Cert Type:  
SSL CA,  
S/MIME CA 
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X509v3 Extended Key Usage:  
2.16.840.1.113733.1.8.1,  
Netscape Server Gated Crypto 

X509v3 Certificate Policies:  
Policy: 2.16.840.1.113733.1.7.1.1 
CPS: https://www.verisign.com/CPS 
User Notice: 
Organization: VeriSign, Inc. 
Number: 1 
Explicit Text: VeriSign's Certification Practice Statement, www.verisign.com/CPS, 
governs this certificate & is incorporated by reference herein. SOME WARRANTIES 
DISCLAIMED & LIABILITY LTD. (c)1997 VeriSign 

Signature Algorithm:  
md2WithRSAEncryption 

Class 3 Root CA certificate: 

Data: 
        Version: 1 (0x0) 
        Serial Number: 
               70:ba:e4:1d:10:d9:29:34:b6:38:ca:7b:03:cc:ba:bf 
        Signature Algorithm: md2WithRSAEncryption 
Issuer: C=US, O=VeriSign, Inc., OU=Class 3 Public Primary Certification Authority 
        Validity 
            Not Before: Jan 29 00:00:00 1996 GMT 
            Not After : Aug  1 23:59:59 2028 GMT 
Subject: C=US, O=VeriSign, Inc., OU=Class 3 Public Primary Certification Authority 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

Signature Algorithm:  
md2WithRSAEncryption 
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Personal Certificate: 

Data: 
        Version: 3 (0x2) 
        Serial Number: 
            78:77:[...] 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: O=VeriSign, Inc., OU=VeriSign Trust Network, 
OU=www.verisign.com/repository/RPA Incorp. By Ref.,LIAB.LTD(c)98, 
CN=VeriSign Class 1 CA Individual Subscriber-Persona Not Validated 
        Validity 
            Not Before: Apr  3 00:00:00 2002 GMT 
            Not After : Apr  3 23:59:59 2003 GMT 
        Subject: O=VeriSign, Inc., OU=VeriSign Trust Network, 
OU=www.verisign.com/repository/RPA Incorp. by Ref.,LIAB.LTD(c)98, 
OU=Persona Not Validated, OU=Digital ID Class 1 - Microsoft Full 
Service, CN=Personal Name/Email=myaddr@dom.ain 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Basic Constraints:  
CA:FALSE 

X509v3 Certificate Policies:  
Policy: 2.16.840.1.113733.1.7.1.1 
CPS: https://www.verisign.com/CPS 
User Notice: 
Organization: VeriSign, Inc. 
Number: 1 
Explicit Text: VeriSign's CPS incorp. by reference liab. ltd. (c)97 VeriSign 

Netscape Cert Type:  
SSL Client 

X509v3 CRL Distribution Points:  
URI:http://crl.verisign.com/class1.crl 

Signature Algorithm:  
md5WithRSAEncryption 
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Persona CA Certificate: 

Data: 
        Version: 3 (0x2) 
        Serial Number:  0b:da:0b:17:c1:3f:89:8e:ab:09:74:7a:b4:ce:2e:33 
        Signature Algorithm: md2WithRSAEncryption 
        Issuer: C=US, O=VeriSign, Inc., OU=Class 1 Public Primary 
Certification Authority 
        Validity 
            Not Before: May 12 00:00:00 1998 GMT 
            Not After : May 12 23:59:59 2008 GMT 
        Subject: O=VeriSign, Inc., OU=VeriSign Trust Network, 
OU=www.verisign.com/repository/RPA Incorp. By Ref.,LIAB.LTD(c)98, 
CN=VeriSign Class 1 CA Individual Subscriber-Persona Not Validated 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Basic Constraints:  
CA:TRUE,  
pathlen:0 

X509v3 Certificate Policies:  
Policy: 2.16.840.1.113733.1.7.1.1 
CPS: www.verisign.com/repository/RPA 

X509v3 CRL Distribution Points:  
URI:http://crl.verisign.com/pca1.crl 

X509v3 Key Usage:  
Certificate Sign,  
CRL Sign 

Netscape Cert Type:  
SSL CA,  
S/MIME CA 

Signature Algorithm:  
md2WithRSAEncryption 



 

21 

Class 1 Root Certificate: 

Data: 
        Version: 1 (0x0) 
        Serial Number: 32:50:33:cf:50:d1:56:f3:5c:81:ad:65:5c:4f:c8:25 
        Signature Algorithm: md2WithRSAEncryption 
        Issuer: C=US, O=VeriSign, Inc., OU=Class 1 Public Primary 
Certification Authority 
        Validity 
            Not Before: Jan 29 00:00:00 1996 GMT 
            Not After : Jan  7 23:59:59 2020 GMT 
        Subject: C=US, O=VeriSign, Inc., OU=Class 1 Public Primary 
Certification Authority 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

Signature Algorithm:  
md2WithRSAEncryption 
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Globus  

Personal 

Data: 
        Version: 3 (0x2) 
        Serial Number: 2685 (0xa7d) 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=US, O=Globus, CN=Globus Certification Authority 
        Validity 
            Not Before: Aug 31 19:37:38 2000 GMT 
            Not After : Aug 31 19:37:38 2001 GMT 
Subject: C=US, O=Globus, O=The University of Flatlands, OU=Toyland, 
CN=My Name 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

Netscape Cert Type:  
SSL Client, 
SL Server 

Signature Algorithm:  
md5WithRSAEncryption 

Globus CA 

Data: 
 
        Version: 3 (0x2) 
        Serial Number: 0 (0x0) 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=US, O=Globus, CN=Globus Certification Authority 
        Validity 
            Not Before: Jan 23 19:20:24 1998 GMT 
            Not After : Jan 23 19:20:24 2004 GMT 
        Subject: C=US, O=Globus, CN=Globus Certification Authority 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Exponent: 65537 (0x10001) 
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X509v3 extensions: 

X509v3 Basic Constraints:  
CA:TRUE 

 Netscape Cert Type:  
SSL CA,  
S/MIME CA,  
Object Signing CA 

Signature Algorithm:  
md5WithRSAEncryption 
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NCSA 
Note: These may not be part of the same chain 

Personal 

Data: 
        Version: 3 (0x2) 
        Serial Number: 321 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=US, O=National Computational Science Alliance, 
OU=Certification Authority, CN=Certificate Manager 
        Validity 
            Not Before: Jan 13 17:28:53 2000 GMT 
            Not After : Jan 12 17:28:53 2002 GMT 
        Subject: C=US, O=National Computational Science Alliance, CN=My 
Name 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

Netscape Cert Type: 
SSL Client,  
SSL Server 

X509v3 Key Usage: critical 
Digital Signature,  
Non Repudiation,  
Key Encipherment,  
Data Encipherment 

X509v3 Authority Key Identifier: 
keyid:64:D3:DF:79:82:37:7D:FF:21:7D:D1:94:38:74:AE:F8:2A:2D:12:48 

Signature Algorithm:  
md5WithRSAEncryption 
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NCSA CA 

Data: 
        Version: 3 (0x2) 
        Serial Number: 1 (0x1) 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=US, O=National Computational Science Alliance, 
OU=Certification Authority 
        Validity 
            Not Before: Mar  8 06:00:00 2000 GMT 
            Not After : Mar 22 06:00:00 2006 GMT 
        Subject: C=US, O=National Computational Science Alliance, 
OU=Certification Authority 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (2048 bit) 
                Modulus (2048 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

X509v3 Basic Constraints: critical 
CA:TRUE 

X509v3 Authority Key Identifier:  
keyid:9F:2D:DC:82:F0:CC:81:B2:FE:9D:AC:8E:23:47:1B:B6:D5:BE:B9:E2 

X509v3 Subject Key Identifier:  
9F:2D:DC:82:F0:CC:81:B2:FE:9D:AC:8E:23:47:1B:B6:D5:BE:B9:E2 

Signature Algorithm:  
md5WithRSAEncryption 
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NPACI 

NPACI CA 

Data: 
        Version: 3 (0x2) 
        Serial Number: 1 (0x1) 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=US, O=NPACI, OU=SDSC, CN=Certificate Manager 
        Validity 
            Not Before: Sep 14 07:00:00 1999 GMT 
            Not After : Sep 14 07:00:00 2038 GMT 
        Subject: C=US, O=NPACI, OU=SDSC, CN=Certificate Manager 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (2048 bit) 
                Modulus (2048 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

            Netscape Cert Type:  
SSL CA,  
S/MIME CA,  
Object Signing CA 

            X509v3 Basic Constraints: critical 
CA:TRUE 

            X509v3 Authority Key Identifier:  
keyid:88:36:FE:BB:18:89:A2:57:47:9D:DC:3C:D0:F0:83:E5:7A:EA:5A:3F 

X509v3 Subject Key Identifier:  
88:36:FE:BB:18:89:A2:57:47:9D:DC:3C:D0:F0:83:E5:7A:EA:5A:3F 

Signature Algorithm:  
md5WithRSAEncryption 
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NASA AMES 

SSL Server 

Data: 
        Version: 3 (0x2) 
        Serial Number: 2 (0x2) 
        Signature Algorithm: sha1WithRSAEncryption 
        Issuer: O=Grid, O=National Aeronautics and Space 
Administration, OU=Ames Research Center, CN=Certificate Manager 
        Validity 
            Not Before: Jan 30 08:00:00 2001 GMT 
            Not After : Jan 30 08:00:00 2003 GMT 
        Subject: O=Grid, O=National Aeronautics and Space 
Administration, OU=Ames Research Center, CN=fqdn.nasa.gov 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (2048 bit) 
                Modulus (2048 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

Netscape Cert Type: 
SSL Client, SSL Server 

X509v3 Authority Key Identifier: 
keyid:E2:20:5A:29:CC:06:3E:02:DA:6E:A1:2E:FE:ED:43:E3:1C:16:39:44 

X509v3 Key Usage: critical 
Digital Signature,  
Key Encipherment 

Signature Algorithm: 
sha1WithRSAEncryption 
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NASA Ames CA 

Data: 
        Version: 3 (0x2) 
        Serial Number: 0 (0x0) 
        Signature Algorithm: sha1WithRSAEncryption 
        Issuer: O=Grid, O=National Aeronautics and Space 
Administration, OU=Ames Research Center, CN=Certificate Manager 
        Validity 
            Not Before: Jan 30 08:00:00 2001 GMT 
            Not After : Jan 30 08:00:00 2003 GMT 
        Subject: O=Grid, O=National Aeronautics and Space 
Administration, OU=Ames Research Center, CN=Certificate Manager 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (2048 bit) 
                Modulus (2048 bit): 
                Exponent: 65537 (0x10001) 

X509v3 extensions: 

Netscape Cert Type:  
SSL CA,  
S/MIME CA,  
Object Signing CA 

X509v3 Basic Constraints: critical 
CA:TRUE 

X509v3 Authority Key Identifier:  
keyid: E2:20:5A:29:CC:06:3E:02:DA:6E:A1:2E:FE:ED:43:E3:1C:16:39:44 

X509v3 Key Usage: critical 
Digital Signature,  
Certificate Sign,  
CRL Sign 

X509v3 Subject Key Identifier:  
E2:20:5A:29:CC:06:3E:02:DA:6E:A1:2E:FE:ED:43:E3:1C:16:39:44 

 Signature Algorithm: 
 sha1WithRSAEncryption 
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CERN 

CERN CA 

Data 
        Version: 3 (0x2) 
        Serial Number: 0 (0x0) 
        Signature Algorithm: md5WithRSAEncryption 
        Issuer: C=CH, O=CERN, CN=CERN CA 
        Validity 
            Not Before: Oct  1 10:49:56 2001 GMT 
            Not After : Oct  1 10:49:56 2006 GMT 
        Subject: C=CH, O=CERN, CN=CERN CA 
        Subject Public Key Info: 
            Public Key Algorithm: rsaEncryption 
            RSA Public Key: (1024 bit) 
                Modulus (1024 bit): 
                Exponent: 65537 (0x10001) 
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X509v3 extensions: 

X509v3 Basic Constraints: critical 
CA:TRUE 

Netscape CA Revocation Url:  
http://home.cern.ch/globus/cern-crl.pem 

Netscape Comment:  
For DataGrid use only 

Netscape Cert Type:  
SSL CA,  
S/MIME CA, 
Object Signing CA 

X509v3 CRL Distribution Points:  
URI:http://home.cern.ch/globus/cern-crl.pem 

X509v3 Subject Alternative Name:  
email:cern-globus-ca@cern.ch 

X509v3 Subject Key Identifier:  
41:93:80:5B:99:92:A1:DA:40:7D:53:CA:F5:E9:64:2D:C1:A1:85:6D 

Netscape CA Policy Url:  
http://home.cern.ch/globus/ca/CPS.pdf 

Signature Algorithm:  
md5WithRSAEncryption 
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